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1 Introduction

This Integration Manual describes the basis functionality and the configuration and integration of the
Crypto module.

Functional overview

The main objective of the Crypto functionality is to provide a hardware independant cryptography library
which shall be usable by all BMW ECUs.

The Crypto Module provides the following Crypto primitives :

- SHA-256

- SHA-384

- SHA-512

- ECDSA Signature verification (P-256/P-384/P-521)
- Certificate parsing and signature verification.
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2 Related documentation

References
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3 Limitations

No limitations are known.
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4 Software Architecture

Dependencies on AUTOSAR modules

The current version of the Module Crypto does not depend on any BSW module.

Dependencies to other modules

Crypto includes headers from the BMW BUtil module.
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Configuration of other Modules

No other module needs to be configured to perform integration of the Crypto library.

Configuration

For a detailed description of the configuration parameters, please consult the description in the Crypto
parameter definition file.

Configuration of the RTE

There are no special requirement for RTE configuration.

Key File

The security key file is generated with BMW backend system SWL-SEC for every ECU. This key file
named Crypto_Keys.h needs to be included directly.
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